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MUHUCTEPCTBO OBPA30BAHUA U HAYKU POCCUACKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NMONMUTUKN B COEPE
OBLUEIr0O OGPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANMPABJNEHUX UH®OPMALIUU

HenapTtaMeHT rocygapCTBEHHON NonuTUKM B cchepe obuero obpasoBaHms MuHobpHayku Poccun HanpaBnset
ons ceedeHusi paspaboTaHHble BpemeHHonm komuccuenn CoseTa Pepepaumm Mo pasBUTUO MHGOPMaLMOHHOIO
obwectBa MeToOUYECKME peKOMeHOauunm O pasMeleHMn Ha MHAOPMALMOHHbIX CTeHaax, oduumanbHbIX
WHTEpPHET-canTax W Opyrux WHGPOPMALMOHHBIX pecypcax oblieobpa3oBaTesibHbIX OpraHM3auui M OpraHoB,
OCYLLIECTBNSLWUNX YrpaBneHne B cepe obpasoBaHus, nHdopmarmm o 6esonacHoM NoBegeHUN U UCNONb30BaHUN CETU
"MiHTepHeT".

OupexTop [enapTtameHTa
A.E.TIETPOB

MpunoxeHne

METOANYECKUE PEKOMEHOALIUA
O PASMELLEHAU HA UH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIbHbBIX
WHTEPHET-CAUTAX N APYTNX UHOOPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFTAHU3ALIUA 1 OPFAHOB, OCYLLECTBNAIOLLNX
YNPABNEHMWE B COPEPE OBPA30BAHUA, UH®POPMALIUM O BE3OMNMACHOM
NOBEAEHWM N NCNONIb3OBAHUN CETU "MHTEPHET"

3kcneptamn 1 YneHammn BpemeHHon komuccum Coseta Penepauum no passuTuo MHGPOPMaLMOHHOIO obLecTea
B pamKax BbINOSIHEHUSI PEKOMEHAALMI NapiaMeHTCKUX CnywwaHui "AkTyanbHble Bonpockl obecnedeHunst 6e3onacHoCcTu
W pasBuUTUS OeTen B MHGOPMaLMOHHOM NpocTpaHcTBe", KoTopble npownu B CoBete Pepepauumn 17 anpens 2017 r.,
Obinn pa3paboTaHbl METOAMYECKME PEKOMEHAALMU O pa3MEeLLeHUM Ha MH(OPMAUMOHHBIX CTeHOaX, odumunanbHbIX
WHTEpHeT-canTax W JOpyrMx WHGOPMAUUOHHBIX pecypcax obuleobpa3oBaTenbHbIX OpraHu3auuMn W  OpraHoB,
OCyLLEeCTBMAILLMX ypaBneHne B cdepe obpasoBaHus, MHopmaumm o 6e3onacHoOM NOBEAEHUN U UCTIONb30BaHNM CETU
"UnTepHeT" (ganee - meToamyeckue pekoMmeHgauun).

MeTogunyeckme pekomMeHgaumm  HanpasJlieHbl Ha Ka4veCTBeHHOe [OBbllleHne YpPOBHA I/IHCbOpMaLI,VIOHHOIZ

AesATenbHOCTM  06Leobpa3oBaTenbHbIX OpraHvM3auMidi M OpraHoB, OCYLLECTBMSOWMX ynpaBrneHne B cdepe
obpasoBaHusi, B 4aCTU MHGOPMUPOBAHMS YYaLLMXCH, UX poauTenen (3aKOHHbIX npeacTaBuTenein) U negarormMvyeckux

paboTHMKOB 06 OCHOBHbIX acnekTax nHopMaLMOHHON 6e30NacHOCTH.

MeToanyeckme pekomeHaauuy No3BonisAT o6Leobpa3oBaTeibHbIM OpraHn3aumsiM U opraHaM, OCYLLEeCTBISOLLUM
ynpaBneHne B cgepe obpasoBaHUsi, akTyanuMavpoBaTb YXKEe WUCMOoSfib3yeMble U pas3MelleHHble WMHGOPMAaLMOHHbIE
maTepuarnbl, Tak U MOArOTOBUTbL UX B CIly4ae UX OTCYTCTBUSI C YYETOM JyULUMX NPaKTUK U peKoMeHAaLm.

B pamkax MeToamyeckux pekoMeHgaumin paccMaTpuBaloTcs crieaytolne UHCTPYMEHTbI:

1. UHPOPMALIMOHHBIE CTEHAbI;

2. opuumanbsHble UHTepHET-PeCypCbl;

3. cpefcTBa MaccoBoy MHAOpMaLUK (LUKOSbHbIE ra3eTbl, Megarornyeckme n3gaHus n gpyrue).
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MUHdopmaunoHHbIe cTeHAabI

Ha nHgopmaumMoHHbIX cTeHAax B 06LLeo0pa3oBaTebHbIX OpraHM3aLmsaX, PacnosioKeHHbIX B hone yupexaeHni n
B kabwHeTax, OCHaLLEHHbIX NepcoHarnbHbIMW YCTPOWCTBaMM AOns Bbixoga B ceTb "WHTepHeT", pekomeHOyeTcs
pasmectTuTb WMHMOPMALMOHHbIE NaMATKM, COoAepXKalliMe OCHOBHble COBETbl MO obecneyeHuto WH(OPMALIMOHHON
6e30nacHOCTM y4aLLmxcs.

B npunoxeHun N 1 kK mMeToaMYecKMM peKkoMeHAauusm npeacTaBneH obpasel NamMATKU Ons pasMelleHus Ha
MHOPMALIMOHHbIX CTEHAAX.

CpeacTtBa MaccoBou UHcpopmauum

B cpeactBax MaccoBol MHpOpMaLMK, OPUEHTUPOBaHHBIX HA 0BYYaloLMXCS, PEKOMEHAYETCS B Te4YeHue y4eGHOoro
roga perynsipHo nyGnukoBaTe UHGOPMAaLMOHHbIE MaTepuarbl, NOCBALLEHHbIE OTAENbHbIM acnekTaMm MHGOPMaLMOHHON
6e30mnacHOCTU, a Takxke pasnuyHbie NamMsaTKu obLLEero xapakrepa.

B cpeactBax maccoBoy MHpopmaLumn, OpUEHTUPOBaHHbIX Ha Nedarornyeckyto obLecTBEHHOCTb, peKoMeHayeTCs
B TEYEeHMe KaneHgapHoOro roga perynspHo nybnukoBaTe MHMOPMAaLMOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAENbHbIM
acnekTtam MHgopmaLmMoHHONW 6e30MacHOCTN Kak HeCOBEPLUEHHONMETHUX, Tak 1 oblieobpasoBaTenbHbIX OpraHusaumn, a
Takke pasnuyHble NamaTkM, 0630pbl HOPMATMBHO-MPaBOBOrO pPerynupoBaHus AaHHOW cdepbl M uHOpMaunio o
aKTyanbHbIX MEPOoNpUATMAX 1 cobbITUSX B AaHHON cdepe.

B xope nposegeHus EguHoro ypoka no 6esonacHoctu B cetu "MIHTepHeT" pekoMeHayeTcsa obecneyvnTb BbiMycK
TEMaTMYECKOro BbiMycka CpPeAcTBa MaccoBow MHdopMaumm nnbo cepum nybrnvkauun, cpegym KOTOpbIX pacCMOTPETb
OpraHn3oBaHHbIE MEPONPUATMA ONs 00yvalmnxcs, ux poauTenen (3akOHHbIX NpPeAcTaBMTENEn) MU negarornyeckomn
0OOLLIECTBEHHOCTM.

OdmumanbHble UHTepHeT-pecypchl
O6ueobpasoBaTenbHbIM  OpraHM3auusM  pPeKoMeHAyeTCa Ha CBOoMX odumumanbHbiXx  MIHTepHeT-pecypcax

obecneuntb  (OYHKLMOHMPOBAHWE CaMOCTOSATENBHOMO W chneumanu3npoBaHHoro pasgena "MHdopmaumoHHas
De3onacHoOCTL", B pamkax KOTOPOro NpeaycMoTpeTb pasMeLleHune crieaytoLlen nHcopmauuu:

N Paspen/nogpasgen | ®opmat npeacraBneHus CopepxaHvue maTepuarnos
MaTepuanos
1. JlokanbHble Konun gokymeHTOB B PasmeLuatoTcsa Konnum OKYMEHTOB, T.€.

HOpMaTuBHbIe akTbl B | hopmate *PDF CKaHMpOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYOLLMNIN TpeBOoBaHUAM K
NHOPMALIMOHHOMN napameTpamM CKaHUPOBaHMS.
6e3onacHocTn Pa3smeLatoTca AOKYMEHThI,
obyyatonxcs pernameHTMpyoLLne opraHM3aumio u

paboTy C NepcoHanbHbIMN AaHHBIMMU,
nnaHbl MeponpuaTui No obecneveHuno
NHOPMaLMOHHON Be3onacHoOCTU
obyvatowmxcsa n gpyrue.

2. HopmatusHoe Konun gokymeHTOB B My6nukytoTCa akTyanbHble CBEAEHUS O
perynvposaHue ¢opmate *PDF dbegeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BnacTu u apyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernamMmeHTupytome obecneyeHme
NMHopmaumnoHHon Ge3onacHoCTH
HecoBepLleHHoneTHuX. [lonyckaeTcs
BMECTO KOMUIN pasmeLLaTb MnepcChbIfikm
Ha COOTBETCTBYIOLLME JOKYMEHTbI Ha
canTax opraHoB rocyJapCTBEHHOM BracTu.
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3. MNeparornyecknm
paboTHMKaM

TekcT Ha cTpaHuue
caunTa

Konuun fokymeHTOB B
dopmate *PDF

Pa3mellatotca metognyeckue
pekoMeHaaummn 1 ykasbiBaeTcs
NMHGOpMaLMA O MEPONPUATUSIX, MPOEKTaX
1 MporpaMmMax, HanpaBreHHbIX Ha
noBbleHne MHGPOpMaLNOHHON
rpaMoOTHOCTU nNegarormn4eckmnx paGOTHl/IKOB.

4. Obyvatowmmes

TeKcT Ha cTpaHuue
canTta

Pa3melyaeTcst HopMaLMoHHast NnamsTka
(mpunoxeHune N 2) n ykasbiBaeTcs
NHGopMaLMs O MEPONPUATUSIX, MPOEKTaXx
1 NnporpaMmmMax, HanpaBneHHbIX Ha
noBbleHne NHHOPMaLMOHHON
rPamMoTHOCTM ODyYatoLLMXCS.

5. Pogutenam (3akoHHbIM
npeacTaBuUTENsM)
obyyvaroLmxcsa

TekcT Ha cTpaHuue
canTta

PasmeluaeTca MHopMaLMOHHaa namsaTka
(npunoxenue N 3).

6. [eTckne 6e3onacHble
canTbl

TeKcT Ha cTpaHuue
canTta

PasmeluaeTca nHgopmauus o
pPeKOMEHAYEMbIX K MCMOMb30BaHMWIO B
y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX 4ETCKUX CAaNTOB.

OpraHam, OCyLLECTBMAILIMM ynpaBneHve B cdepe o6pasoBaHUs, PeKOMEHOYeTCs Ha CBOUX oduumanbHbIX

NHTepHeT-pecypcax obecneynTb

beHKLI,MOHI/IpOBaHI/Ie caMoCToATEeNbHOIO ”  cneunann3npoBaHHOIo pasaena

"MHdopmaLmoHHasn 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMOTPETb pa3MeLLEHNE cneayoLen nHdpopmaumm:

NAMATKA

ONA OBYYAKOLLMXCA OB UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HENb34

Mpunoxexne N 1

1. Bcem nogpsg coobuiatbe CBOK YacTHy MHdopMaumio (HacTosawme ums, dpamunuio, TenedoH, agpec, Homep
LWKOMbI, @ Takke dpoTorpacmm cBou, CBOEN ceMbu 1 Opy3en);

2. OTKprBaTb BITOXXEHHbIE (baﬁﬂbl SJ'IeKTpOHHOIZ NOYThl, KOrga He 3Haellb OTNpPaBUTENA;

3. MpybuTtb, NnpuanpaTthCs, okasbiBaTh AaBEHUE - BECTU ce6s HEBEXIMBO U arpeCCUBHO;

4. He pacnopsikancsa geHbramm TBOel ceMbn 6e3 paspeLleHns cTaplumnx - Bceraa crnpalunBan poauTtenen;

5. He BcTpevainca c VIHTepHeT-3HAKOMbIMWU B pearnbHOM XWU3HW - MOCOBETYMCA CO B3pPOCHbIM, KOTOPOMY

Josepsellb.

OCTOPOXHO

1. He Bce nuuwyTt npaeay. YUntaewb o cebe HenpaBay B NHTepHeTe - cooblim 06 3TOM CBOUM poauTENsM UMu

onekyHam;

2. anIFJ'IaLuaIOT nepenncbiBaTbCA, UrpaTtb, obmMmeHuMBaTbCA - NnpoBeEpPb, HET JTI NOABOXaA,

3. HesakoHHoe konupoBaHue annos B HTepHeTe - BOPOBCTBO;

KoHcynbTanTlNKoC

HaeXHas npaBoBas noaaepXxkKa

www.consultant.ru

CrtpaHuua 3 uns3 14


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

<MuncbMo> MuHobpHayku Poccun ot 14.05.2018 N 08-1184
"O HanpasneHun nHdbopMaummn” JokyMeHT npepoctasneH KoHcynbTaHTlnoC
(BMecTe ¢ "MeToAMYECKMMU peEKOMEHAALMSIMY O... fata coxpaHerus: 04.09.2018

4. Bcerga paccka3sbiBai B3pocCsibiM 0 NpobrieMax B CETU - OHM BCeraa NomMoryT;

5. |/|CI'IOJ'Ib3yl71 HaCTpOI7IKI/1 Ge3onacHoCcT U npmnBaTHOCTH, 4YTOObI He noTepATb CBOMN aKKayHTbl B COLCETAX U OPYINX
noprtanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenen;
2. MNMonb3yelwwbcs NHTEPHET-UCTOYHMKOM - Aenan CCbINKy Ha Hero;
3. OTKpbIBai TOMNBKO T€ CCbINKU, B KOTOPbIX YBEPEH;
4. ObuwaTtbcs 3a NOMOLLBIO B3POCIIbIM - POAUTENW, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCcerga noMoryT;

5. Mponan 06yyeHne Ha canTe "CeTeBMYOK" 1 Nony4YM nacnopT LMdpoBoro rpaxaaHuHal

Mpunoxexue N 2

NH®OPMALIMOHHAA NAMATKA
AOnA obYYAKOLWMXCA AnA PASMELLEHUA
HA O®PULIMANBbHBLIX MHTEPHET-PECYPCAX

C kaxagbiM rogom Monogexu B WHTEPHETE CTAaHOBUTbLCA Oonblle, a LWKOMbHUKA OAHM U3 CaMbIX aKTUBHbIX
nonb3oBaTtenen PyHeTa. Me>i<,u,y T€M, NMOMMUMO OrpoOMHOro Kornun4ecrtBa BO3MOXHOCTEN, WHTEPHET HECET U I'Ip06J'IeMbI.
OTa namsTKka gosmkHa nomoyb Tebe 6e3onacHoO HaXOAUTLCS B CETU.

KomnbroTepHbie BUPYCbI

KoMnbloTepHbIi BUPYC - 3TO pasHOBUAHOCTb KOMMbIOTEPHLIX MPOrpamm, OTINYUTENBHOW 0COBEHHOCTBLIO KOTOPOW
ABNSIeTCA CMNOCOOHOCTb K pasMHOXEHW. B gonornHeHne K 3TOMy, BUPYCbl MOTYT MOBpeAWTb MM MONHOCTBIO
YHUYTOXWTb BCe dhainbl U AaHHbIe, MOAKOHTPOSbHbIE MOSIb30BaTeNto, OT MMEHU KOTOpOro Obina 3anylleHa 3apaxeHHas
nporpaMma, a Takke MOBPEAUTb WU OaKe YHUUTOXWTb OMepauMOHHY0 CUcTeMy cO Bcemu (hainamu B uenom. B
GOMbLUMHCTBE Cly4YaeB pPacrpoCTPaHSATCA BUPYChl Yepes3 UHTEPHET.

MeToab! 3aWMThl OT BPE€AOHOCHbIX NnporpamMmm:

1. Ncnonb3yin coBpeMeHHbIe OnepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbI YPOBEHb 3alUMThI OT BPEAOHOCHbIX
nporpamm;

2. MNocTosiHHO ycTaHaBnvBal nayty (UMpPOoBbIE 3annaTkv, KOTOPble aBTOMATUYECKM YCTaHABMMBAKOTCSA C LIENbHO
[opaboTkm nporpaMmbl) 1 gpyrne o6HOBMEHWST CBOEW OMnepaumoHHON cuctemMbl. CkaumMBam MX TONMbKO ¢ oduLmanbHOro
cavita paspabotumka OC. Ecnu cyLecTByeT pexxum aBTOMaTU4eCKoro OGHOBIEHUS, BKITHOYUN €rO0;

3. Pabotan Ha cBoem KOMMNbOTEPE NoA npaBamMn noJjib3oBaTtend, a He aaMUMHUCTpaTtopa. OTO He no3BonuT
6OJ'IbLIJI/|HCTBy BPEOOHOCHbIX nNporpamMmm nHcTanmpoBaTbCA Ha TBOEM NeEPCOHalIbHOM KOMMNbHOTEPE;

4. Vcnonb3yh aHTUMBUPYCHble MporpaMMHble MNPOAYKTbl W3BECTHbIX MNPOM3BOAMTENEN, C aBTOMAaTUYECKUM
obHoBneHvem 6as;

5. OrpaHnyb hmsmyecknii 4OCTYN K KOMMNbIOTEPY AN MOCTOPOHHUX JNLL;

6. Ncnonb3yn BHELLUHWE HOCUTENW MHAOPMaLUK, TakMe Kak dneluka, AUCK unu ann n3 MHTepHeTa, TONbKo U3
NPOBEPEHHBIX NCTOYHUKOB;
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7. He oTkpblBa KOMNbOTEPHbIE ddalnbl, NONTYYEHHbIE U3 HEHAOEXHbIX UCTOYHMKOB. [axe Te dhaunnbl, KoTopble
npucnan TBOW 3HaKOMbIN. Jlyylle yTo4HM y Hero, oTnpasnan nu oH Tebe umx.

CeTtun WI-FI

Wi-Fi - aTo He BMA nepefayn OaHHbIX, HE TexXHOMorus, a Bcero nuwb Opena, mapka. Ewe B 1991 rogy
Hugepnangckas komnaHus 3aperucrpupoBana 6peHag "WECA", uto o6o3Hayano crioBocodetaHue "Wireless Fidelity",
KOTOpbIN NepeBoguTcs Kak "6ecnpoBogHas TOYHOCTL".

Ho Hawero BpemeHu pfowna pgpyras abbpeBuatypa, KoTopasi SIBMSETCA TaKOW >Xe TeXHomnornem. 3To
abbpesuatypa "Wi-Fi". Takoe Ha3BaHuWe ObINO JAHO C HAMEKOM Ha CTaHAApPT BbICLIEN 3BYKOBOMW TexHuku Hi-Fi, 4to B
nepesofe o3HayaeT "BblCOKasd TOYHOCTL".

Oa, GecnnaTHbIN MHTEPHeT-A0CTYyNn B Kacbe, oTeENAX N adpornopTtax ABndeTcd OTNNYHOW BO3MOXHOCTbLIO BbIX04a B
WHTEPHET. Ho mHorune 9QKCNEepPTbl CHUTAKOT, 4YTO o6u.|,ep,OCTyng|e Wi-Fi ceTn He siBNs0TCS 6e30nacHbIMU.

CoBeTbl N0 6e3onacHocTn paboThbl B 06LeaocTynHbix ceTax Wi-fi:

1. He nepepasaii cBoto nnuHyo uHopmaumio Yepes obuenoctynHble Wi-Fi cetn. PaboTast B HUX, enatenbHo
He BBOAMTb Naponuv JOCTyna, NOMUHbI U KaKne-TO HOMepa;

2. Ncnonb3yn n oBHOBRAN aHTUBUPYCHbIE Nporpammbl U BpaHamayep. Tem cambiM Tbl obe3onacub cebs oT
3aKayku BMpyCca Ha TBOe YCTPONCTBO;

3. Mpun ucnonb3oaHun Wi-Fi otkntoum dyHkumo "O6wmini goctyn K carnam mn npuHtepam”. [aHHasa yHKuus
3aKpbiTa MO YMOMYaHWo, OQHAKO HEKOTOpble NoNb3oBaTeNny akTUBMPYHOT ee Ans yaobcTBa Mcnonb3oBaHus B pabote
unu yyebe;

4. He ncnonb3yn nyonuuHbii WI-FI gns nepegayv NuYHbIX aHHbIX, HAaNnpUMep AN BbIXO4a B coumanbHble CeTy
UIN B 3ITEKTPOHHYHO MOYTY;

5. Micnonb3yn Tonbko 3alymileHHoe coeguHeHune Yeped HTTPS, a He HTTP, 1.e. npu Habope BeG-aapeca BBOAU
nmeHHo "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumo "MogkniodeHne k Wi-Fi aBTomaTtuuyeckn". He ponyckamn
aBTOMaTUYECKOro NoAKnYeHnsa yctponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAAT B Haly XW3Hb, MHOTME Moan paboTaltT M XKMBYT TaMm MOCTOSHHO, a B
Facebook yxe sapernctpnpoBaH Munnuapg 4YenoBek, YTO SBMSETCH OAHOW CeAbMOW BCeX XuUtenen nnaHetbl. MHorve
nonb3oBaTeny He MOHWMAIOT, YTO MHAOPMAaLMS, pasMelleHHass UMU B couMalnbHbIX CeTsaX, MOXeT OblTb HavaeHa u
MCrnonb3oBaHa Kem yrogHo, B TOM Yncre He 0653aTtenpHo ¢ 6narumm HamepeHUsIMu.

OcHoBHbIe coBeThbl MO 6€30MacHOCTU B COLManbHbIX CETAX:

1. OrpaHunyb cnmcok apysen. Y 1e65 B Apy3bsXx He AOMKHO ObiTb CyYalHblX U HE3HAKOMBbIX NH0AeN;

2. 3awumian cBo YacTHyH XM3Hb. He ykasbiBa naponu, TenedoHsl, agpeca, 4aTy TBOEro poXaeHust u Apyryto
NYHY0 MHOPMaUMIo. 3NOYMbILLNEHHUKA MOTMYT MCMOMb30BaTh AaKe WH(opMaumio O TOM, Kak Tbl M TBOU pOANUTENM

nnaHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuwan ceoto penyTaumio - OepXu ee B YMCTOTe U 3agaBaii cebe Bonpoc: xoten 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAenu, YTo Thl 3arpyaelub? MNogymait, npexae YeM 4To-To onybnvkKoBaTh, HanMcaTb U 3arpysuThb;

4. Ecnn Tbl roBopuilb C nogbmMun, KOTOpbIX He 3Haellb, He I/ICI'IOJ'IbSyﬁ CBO€e pealibHOe MA U OpYyryr JNUYHYH
VIH(bOpMaU,I/II/IZ NMA, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3Geran pasmeweHnsa dotorpacuin B NHTepHeTe, rae Tbl M300pakeH Ha MECTHOCTM, MO KOTOPOM MOXHO
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onpenernnTb TBoe MeCTOMNoJIoXeHNe;

6. I'IpM pernctpauumm B coumarnbHon ceTu HeobxoaMMO UCMONb30BaTb COXHblEe naponu, cocrodwine n3 6yKB 7
LI,VI(*)p N C KONIM4YECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHOM ceTu, NoYThl U APYrMX CanToB HEOOXOAMMO MCMOMb30BaTh pasHble naponu. Torga ecnu Tebs
B3/1OMatoT, TO 3I0YMbILLUNEHHUKN NoslydaT AOCTYN TOMNbKO K O4HOMY MECTY, a He BO BCe cpasy.

SneKTpOHHbIe AeHbrn

OneKTPOHHbIE AEHbIM - 3TO 04eHb YAO0OHbIA Cnocob nraTexen, OQHAKO CYLLECTBYIOT MOLLEHHWKM, KOTOPbIE XOTST
MONY4YNTb OTU OEHLIU.

SﬂeKTDOHHbIe OEeHbIM NoABUINNCb COBCEM HEABHO N UMEHHO M3-3a 3TOro BO MHOIMX rocygapcrteax o CUX nop He
nponncaHo npo HMX B 3aKOHax.

B Poccum e OHU (OYHKLMOHUPYIOT M O HUX YXKe MPOMMCaHO B 3aKOHE, rAe MX pasfensioT Ha HEeCKONbKO BUOOB -
AHOHMMHbIE U HE aHOHWMHbIE. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NPOBOAUTL Onepaumum
6e3 naeHTnduKkaumMm Nonb3oBaTens, a B HEaHOHNMHbIX MAEHTUUKaLMA NoNb3oBaTeNs ABMSeTCs 0653aTeNbHON.

Tarke cnegyeT pasnuyaTb 3MEKTPOHHbIE (hMAaTHbIE AEHbIM (PaBHbI TOCYAapCTBEHHBIM BarntoTam) U SNeKTPOHHbIE
HedunaTHble AeHbrN (He paBHbl FOCY4AaPCTBEHHLIM BarntoTam).

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3NeKTPOHHLIMU AEHbIrAMM:

1. MpuBsKM K cHeTy MOBUMbHBLIN TenedoH. 3To cambln yOobHbIN 1 BLICTPLIN CNOCO6 BOCCTaHOBUTL OOCTYN K
cyety. lMpuBaA3aHHbIA TenedgoH MOMOXET, ecnu 3abygellb CBOW NNaTeXHbIA Napofb UMW 3aifellb Ha calT C
HEe3HaKOMOro YCTPOWCTBA;

2. Vicnonb3yn opHopasoBble naponu. [locrne nepexofja Ha YCUNEHHYK aBTopu3auuio Tebe yxe He Oyper
yrpoXxatb ONaCHOCTb KpaXu Unun nepexsarta niaTtexxHoro napons,

3. Beibepu cnoxHbii napone. MNMpectynHukam Gyget He NpocTo yragaTtb CIOXHBIM Napofb. HagexHble naponm -
3TO Maponu, KOTopble codepXaT He MeHee 8 3HaKoB M BKIHOYAOT B €ebs CTPO4YHbIE U MPOMMCHbIE BYKBbI, LUPBI 1
HECKOIbKO CUMBOJIOB, TakWe Kak 3HaK gonnapa, yHTa, BocKnuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM INMYHbIE JaHHbIe Ha canTax, KOTOPbIM HE JOBepseLlb.

OneKTpoHHaA noyta

OneKkTpoHHas noyTa - 3TO TEXHOMOIrMs U NPeaoCTaBNAEMbIE €10 YCNYrv No NepechInike U NonyyYeHno ANEeKTPOHHbIX
COOOLLEHUNI, KOTOpble pacnpedenstoTcs B KOMMbIOTEPHON ceTu. OObIMHO SMEKTPOHHbLIA MOYTOBLIA SLWMK BbIrNAguT
cnegyowum obpasoM: MMsA_Nonb3oBaTensa@uMs_aomeHa. Takke KpoMe nepefayy MpocToro TekcTa, MMeeTcs
BO3MOXHOCTb NepegasaTb hannol.

OcHoBHble coBeThbl N0 6e3onacHow paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hago BblGpaTb NpaBusibHbIA NMOYTOBLIN cepBUC. B MHTEpPHETE eCTb OrpoMHbI BbIGOp GecnnaTHbIX MoYTOBbLIX
CEpBWCOB, OAHAaKO JyuLle JOBEPSTb TEM, KOro 3Haellb U KTO NEPBbIV B PENTUHTE;

2. He ykasbiBai B NIMYHON NoYTE NUYHY0 MHopmMaumio. Hanpumep, nydwe BbibpaTth "My3blkanbHbli_aHaT@"
unun "pok2013" BmecTo "Temal3d";

3. Wcnonb3yn gByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO Maporisl HY)XXHO BBOAMTb KOA, MPUCHINIAeMbIN Mo
SMS;

4. Bblbepy CnoxHbI naponb. Ons KaXaoro noyToBOro silMka OOSDKEH ObiTb CBOW HaAEXHbIW, YCTOMYMBLIA K
B3/1OMY NMaporib;
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5. Ecnun eCcTb BO3MOXXHOCTb HanucaTtb CaMmoOMy CBOW fIMYHbIA BOMPOC, NCMOSb3YN 3TY BO3MOXHOCTb;

6. Vcnonb3yil HeckonbKo MOYTOBLIX ALWMKOB. [epBblii ANA 4YacTHOW Mepenucku ¢ agpecatamu, KOTOPbIM Thbl
JoBepsiellb. JTO 3MEKTPOHHbIN aapec He HaZo UCNoNb3oBaTh NP perncTpauum Ha dopymax 1 canrtax;

7. He oTkpbIiBan tannsl 1 gpyrue BroXeHUs B NMMCbMax, gaxke ecriv OHU NPULLINU OT TBOUX Apy3en. Jlydlue yTouHn
Y HUX, OTMPaBNAnuM Nu oHn Tebe atn dannsl;

8. MNocne okoH4YaHMs paboTbl Ha NMOYTOBOM CEPBUCE NEpPEL 3akpbiTUEM BKNAAKM C CaiTOM He 3abydb HaxaTb Ha
"Bbiitn".

Knb6epOynnuHr nunu BuptyanbHoe usgeBatenbLCTBO

KnGepbynnuHr - npecnegoBaHue COOGLLUEHMSIMU, COAEPXKALUMMU OCKOPONEHUsl, arpeccuto, 3anyruBaHue;
XYNUraHCTBO; counansHoe GoKoTUPOBaHNE C MOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynnUHrom:

1. He Gpocarics B Goin. Jlydwmii cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €Cru HEeT TOro, K KOMY MOXHO
obpaTnTbCs, TO BHa4ane ycnokoutbCs. ECnn Tbl HaYHelwb oTBeYaTb OCKOPONeHNAMN Ha OCKOPONeHns, TO TOMbKO eLue
fonbLue pasoxokellb KOHMWKT;

2. YnpaBnsan cBoen knbeppenyTaunen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLLeCTByIOT CNoco0bl BbIACHUTb, KTO CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTOMT BeECTM XynuraHckum obGpa3 BUpTyanbHOW >xu3HWU. WHTepHeT dumKkcupyeT Bce TBOW LENCTBUSA U
COXPaHSEeT ux. YaanuTb ux OygeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BMPTYyanbHYH YeCTb CMONoAY;

6. VIrHopvpyit eamHW4HbIN Heratue. OgHOpa3oBble OCKOpPOUTENbHbIE COOBLLEHMS Nyydlle UrHopupoBaTtb. OBbIYHO
arpeccusi npekpallaeTcs Ha Ha4YanbHON cTaauu;

7. baH arpeccopa. B nporpamMmmax oOGMeHa MrHOBEHHbIMU COOBLLIEHMSIMM, B COLMAnbHbIX CETAX €CTb BO3MOXHOCTb
6J'IOKI/IpOBKI/I OoTnpaBku coobuieHun ¢ onpegeneHHbIX agpecos;

8. Ecnu Tl cBMaeTens knbepbynnuHra. TBom AeNCTBUS: BbICTYNUTL NPOTUB NpecneaoBaTtens, nokasaTb emy, 4To
€ro JencTBMS OLLEHMBAIOTCA HeraTMBHO, NOAAepXKaTb XepTBY, KOTOPOM HyXXHa Mcuxosiormyeckas noMollb, CooOLNTb
B3pOCHbIM O dhaKkTe arpecC1BHOIO NOBEAEHUS B CETW.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTgOHbI U NMaHLWeTbl coaepxaTt B cebe BNonHe B3pocrbiii OyHKLMOHANM, U Tenepb OHWU MOTYT
KOHKYpUpoBaTb CO CTauMoHapHbIMU koMMboTepamu. OaHako, cpeacTB 3aluThl Ans NOA0OHbIX YCTPOMCTB Noka O4eHb
mano. TecTupoBaHmne 1 NOUCK yA3BMMOCTEN B HUX MPOMCXOOMUT He Tak UHTEHCMBHO, kak aAns lK, To xxe camoe KacaeTcs
1 MOBMNBHBLIX NPUMNOXEHWIA.

CoBpemMeHHble MOOUIbHbIE Bpays3epbl yke npakTUYecKu AOrHanu HacToNbHble aHarnorv, OAHaKo pacluMpeHue
yHKLMOHaNa BneyeT 3a cobor BOnbLUYHO CIIOXKHOCTb Y MEHbLUYIO 3aLUMULLEHHOCTb.

[aneko He BCe NMPOM3BOAWUTENU BbIMYCKaOT OOHOBMEHUS, 3aKPbIBAKOLIME KPUTUYECKME YA3BMMOCTU A9 CBOUX
YCTPOUCTB.

OcHoBHble coBeThl Anst 6e3onacHOCTN MOBUNBHOIo TeJ'Ie(bOHaZ

Huuero He siBnsieTcs no-HacTosweMy 6ecnnaTHeiM. Byaib ocTopoxeH, Beab koraa Tebe npeanaratoT 6ecnnaTHbIii
KOHTEHT, B HEM MOTYT BbIThb CKPbITbl KaKne-To nnaTHbIe YCryru;
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Lymaii, npexage Yem otnpasnte SMS, oTo nnm Buaeo. Thl TOYHO 3HAELLb, A€ OHM ByayT B KOHEYHOM UTOre?
Heobxooumo 0OHOBNSTL ONEpaLMoHHY CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yih aHTUBMPYCHbIE MPOrpamMmmbl 4515t MOOMIbHbBIX TeNedgoHOB;

He 3arpyxaw NpunoXxeHusi OT HEM3BECTHOIO MCTOYHUKA, Beb OHM MOTYT coaepaTb BPEOOHOCHOE NporpamMmmHoe
obecnevyeHue;

[Mocne Toro Kak Tbl BbIiAeLWb C canTa, rae BBOAMI NMYHYI0 MHAOPMAaLMIO, 3aam B HAacTpoVikn Bpaysepa u yaanu
cookies;

Meprognyeckn NpoBepsi, Kakne nnaTHble YCyrn akTMBMpoBaHbl HA TBOEM HOMepE;

[asaw cBon HoMep MOBUNBHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBepsieLlb;

Bluetooth gomkeH BbITb BbIKMIOYEH, KOraa Tbl UM He nonb3yelbes. He 3abbiBan nHoraa npoepsTh 3TO.
Online urpsbi

CoBpeMeHHble OHMaMH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalOLLME pa3BreyvyeHus, OObEeAMHSIIOWME COTHU ThiCAY
YyernoBek Mo BceMy Mupy. VIrpoku nccnegyloT AaHHbI UM MUp, OOLWalTcs Apyr C OPYrom, BbINOMHSAKT 3adaHus,
CpaXarTCsi C MOHCTPaMM U MOMy4atoT OnbIT. 3a yAOBOMLCTBME OHM MAATAT: MOKynalT AWUCK, onnaynsBaT aboHEeMeHT
unu npmobpeTaroT Kakne-To Onuuw.

Bce aTu cpeactBa nayT Ha nogaepXKaHue 1 pa3BUTUE UIpPbl, @ Takke Ha caMmy 6e30MacHOCTb: COBEPLUEHCTBYHOTCH
CMCTEMbl aBTOpMU3auuu, BbIMyCKaOTCA HOBble NaTyu (UMpoBbie 3annaTky ANs Nporpamm), 3aKpblBalOTCA YA3BMMOCTU

CepBepoB.

B nogoGHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJTbKO KpaXXun TBOEro napord, Ha KOTopoM
OCHOBaHa cucrtemMa aBTopu3auunm OonbLUMHCTBA urp.

OcHoOBHble coBeTbI M0 6e30NacHOCTN TBOEro MIPOBOro akKkayHTa:
1. Ecnn ,El,perVl UrpokK BegeT cebs nnoxo unu cosgaet Tebe HEeMNnpuUATHOCTH, 336J'IOKI/Ipyl71 €ro B CNNCKe UrpokKoB.;

2. MNoxanyics agMUHUCTpaTOpPaM Urpbl Ha MIoXoe MoBedeHWe 3TOr0 Urpoka, XKeraTerlbHO MPUoXKUTb Kakue-To
[loKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasblBa NnyHyo MHopMaLuio B npodanne urphbl;

4. YBaxan apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeoumumanbHble naTyv U Moabl;

6. Vicnonb3yi cnoxHble 1 pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. oka Tbl Urpaellb, TBOW KOMNLIOTEP MOTYT 3apasuThb.
DULLIMHT UK KpaXka NMUYHbIX AaHHbIX

OBbIYHOW Kpaken AeHer U JOKYMEHTOB CErogHs y>Ke HUKOro He yaAuBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHONOMI
3/10YMbILLMEHHUKM NepeMECTUNNCL B MHTEPHET, 1 NPOAOIKalT 3aHMMaTbes "nobumeim” aenom.

Tak nosiBuNacb HoBasl yrpo3a: MHTEPHET-MOLLUEHHMYEeCTBa WU (OULLKHI, NaBHAsa Lefb KOTOPOro COCTOUT B
nonyvyeHnn KoHduaeHUManbHbIX OaHHbIX Mofib3oBaTenien - fOrmMHOB M naponen. Ha aHrnuickom asbike phishing
yntaetca kak comwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:
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1. Cnegu 3a cBoMM akkayHTOM. Ecrnv Tbl mogo3peBaellb, YTO TBOS aHkeTa Obina B3fiomMaHa, To Heob6xoaumo
3a6noknpoBaThb €€ U COOOLLMTb agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|CFIOJ'Ib3yl7I ©e3onacHble Beb-canThbl, B TOM YuChe, WHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasoM, ecnv Tebs B3romMaloT, TO 3MI0YMbILLNIEHHVKN nonyyaT
OOCTyn TOJIbKO K OAHOMY TBOEMY I'IpOCbI/IJ'IIO B CE€TU, a He KO BCEM;

4. Ecnu 1ebsa B3nomanu, To HeobxoaMMo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBrneHbl y Tebs B
Opy3bsx, O TOM, 4TO Tebsa B3noOmanuM W, BO3MOXHO, OT TBOEro mmeHu OydeT paccbinatbCd Cnam M CCbINKM Ha
dULLIMHIOBbIE CalThI;

5. YcTaHoBu HagexHbl naporb (PIN) Ha MOGUnbHbIM Tenedow;
6. OTkIo4M coxpaHeHne napons B Opaysepe;

7. He oTkpbIBan chanbl 1 Apyrue BMOXeHUs B MUCbMaXx, Aaxke eCrnv OHU NPULLINK OT TBOUX Apy3en. Jlyylie yTouHn
Y HUX, OTMPaBAANM N oHM Tebe aTu annbl.

Lindposas penytauus

LindbpoBas penyTtaums - 3TO HeraTuBHasi UM NO3UTUBHAsA MHdopMauusa B ceTn o Tebe. KomnpomeTtumpytoulas
MHopmauns, pasMmelleHHas B WHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpasuMTbCs Ha TBOEW pearnbHOW KU3HW.
"Lindpoas penytauma” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs 13 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MecTo xuTenbcTBa, y4yebbl, TBOe (PUHAHCOBOE NONOXeHne, 0COBEHHOCTN XapakTepa U pacckasbl 0 6nm3kmx
- BCE 9TO HakannMBaeTcs B CETU.

MHorne NogpOCTKM NMErKOMBICIIEHHO OTHOCATCS K nMyBnukauum nu4Hown nHdopmaumm B VIHTepHeTe, He MoHnMas
BO3MOXHbIX MOCNeACTBUA. Tbl AaXe He CMOXelb goragaTbCca O TOM, YTO dpoTorpadus, pasmelleHHas 5 net Hasag,
cTana npu4nHOn oTkasa NpuHATbL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHue TBonx cotorpachuin n gpyrme 4encTBnUs MOryT HE UCYE3HYTb Aaxe Mocrne TOoro, Kak
Tbl MX yAanuwb. Tbl HE 3Haelb, KTO COXpaHWn 3Ty WHgOpmauumio, nonamna N OHa B MOWCKOBblE CUCTEMbl WU
COXpaHunacb Nn OHa, a rnaBHOE: YTO nogymaroT O Tebe OKpyXawlme noan, KoTopble HaMgyT U yBUAAT 3T0. Hantum
WMH(OPMALMIO MHOTO feT CNyCTd CMOXeT obow - Kak 13 Aobpbix NOBYXAEHWUI, Tak U C HAMEPEHMEM MPUYNHUTL BPea.
OTO MOXET ObITb KTO YrofiHO.

OcCHOBHbIe COBETbI MO 3aLUTe LMPOBON penyTaumm:
1. MNoaymaw, npexae 4em 4To-To NyGnMKoBaTh U NepedaBaTth y cebs B 6nore unu B coumnarnsHom ceTu;

2. B HacTponkax npodumnga ycTaHOBM OrpaHUYEHNa Ha NPOCMOTP TBOEro nNpodung u ero cogepXmnmoro, caenam
ero Tonbko "onga apysen”;

3. He pa3meluan n He ykasbiBai MHGOpMaLMIO, KOTOpasi MOXeT KOro-nmbo ockopbnaTb unmn obuxaTb.
ABTOpCKOE npaBo

CoBpeMeHHbl€e LLKOMbHUKKU - akTUBHbIE Nonb3oBaTenu uudgposoro npoctpaHcTea. OgHako ganeko He BCe 3HaloT,
YTO MONb30BaHWE MHOMMMW BO3MOXHOCTSIMM LMAPOBOro Mupa TpebyeT cobnofeHus npaB Ha MHTENNeKTyarbHYo
COBCTBEHHOCTb.

TepMuH "MHTennekTyanbHass CO6CTBEHHOCTL" OTHOCUTCH K pasfnyMyHbiM TBOPEHUSAM YENOBEYECKOro yma, HaunHas
C HOBbIX M306peTeHnn 1 3HakoB, 0BO3HavalLWMUX COBCTBEHHOCTb Ha MPOAYKTbl W YCMNyrn, WU 3akaHunBas KHUramu,
doTorpaduamm, KNHOMUNbMaMM U My3blKarnbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENneKTyanbHyl COBCTBEHHOCTb Ha MPOU3BEAEHWS HayKu, nuTepaTtypbl 1
uckyccTBa. ABTOPCKME MpaBa BbICTYMNalOT B Ka4E€CTBE rapaHTUM TOr0, YTO UHTENNEKTyanbHbIA/TBOpYECKUiA TPy aBTopa
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He GyOeT HanpacHbIM, AAcT eMy CrpaBeAnnBble BO3MOXHOCTU 3apaboTaTtk Ha pesynbTaTax CBOEro TpyAa, NonyynTb
M3BECTHOCTb M MpusHaHne. HukTo 6Ge3 paspelleHnss aBTopa He MOXEeT BOCMPOWM3BOAWUTL €ro MpOoU3BeAeHME,
pacrnpocTpaHsiTe, Ny6rM4YHO EMOHCTPMPOBAaThb, NpoAaBaTb, UMMNOPTUPOBATL, NyckaTb B NPOKaT, MyGNYHO UCMONHSTD,
NoKa3bIBaTb/MCMOMHATL B 3hupe nnu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHne "mupaTtckoro” nporpamMmMHOro obecrnedeHus MOXeT MPUBECTU K MHOMMM puUcKkam: OT MoTepu
OaHHbIX K TBOMM akKkayHTam o 6J'IOKI/IpOBKI/I TBOEro yCTpOI7ICTBa, rae yctaHoBrieHa HeneranbHaga nporpamma. He ctout
TaKkxke 336bIBaTb, YTO CyLLUEeCTBYIOT neraribHble 1 OecnnaTHble nporpamMmmbl, KOTOpPble MOXHO HalTW B CETW.

O noprtane

CeTeBMYOK.pg - TBOW MaBHbI COBETUYMK B CETU. 34€Chb Thbl MOXELLb y3HaTb 0 6GE30MacHOCTN B CETU MOHATHLIM U
JOCTYMHBIM S13bIKOM, @ MPY BO3HUKHOBEHWUW KPUTMYECKOW CUTyaumm obpaTnuTbes 3a CoBETOM. A Takke NpUHSATL yyYacTue
B KOHKYpCax U CTaTb caMbiM LMDPOBLIM rpaxaaHuHom!

Mpunoxexune N 3
NAMATKA ONA POOUTENENA OB UH®OPMALMOHHON BE3ONACHOCTU OETEN

OnpepneneHne TepmuHa "MHdoOpMauMoHHasa 6e3onacHocTb geten" copepxutcs B PepepanbHom 3akoHe N
436-93 "O 3awuTe getenm OT MHoOpMauuw, NPUYMHSAIOLWEN Bped MX 340POBbI0 U pasBUTUIO", perynupyroum
OTHOLUEHMS, CBA3aHHble C 3awMToW AeTen OT MHAOPMaUMK, NMPUYUHAIOWEN Bpea WX 340POBbI0 U (MnM) pasBUTUIO.
CornacHo gaHHOMy 3akoHy "MHdopMaLunoHHasi 6e3onacHOCTb AeTen” - 3TO COCTOSIHUE 3aLUULLEHHOCTU, MPU KOTOPOM
OTCYTCTBYET pPUCK, CBSA3@HHbIA C MNpPUYMHEHUEM UWHOpMauuen Bpeda WX 300pOBbd U (MnU)  U3NYECKoMY,
NCUXNYECKOMY, OYyXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopmaumen, npuumHsoWwen Bped 300pOBbI0 U (MnK) pasBUTUIO
aeten, aesnsetcs:

1. MHpopmaums, 3anpeLLeHHas Ansa pacnpocTpaHeHnsa cpean geTen;
2. Hpopmauud, pacnpocTpaHeHNe KOTOPOWN OrpaHMYEHO cpean aeTern onpeaeneHHbIX BO3pacTHbIX KaTeropumn.
3. K nHhopmaumm, 3anpeLleHHon Ans pacnpocTpaHeHmst cpeau geten, OTHOCUTCS:

4. nHdopmaums, nobyxparolan geTell K COBEPLUEHUIO OENCTBMI, NPeaCTaBnsiowmX yrpo3y MX XU3Hu u (unm)
3[0POBbIO, B T.4. MPUYMHEHMIO Bpeaa CBOEMY 300POBbIO, CAaMOYyOUNCTBY;

5. cnocobHOCTb BbI3BaTb Yy AeTel xenaHuve ynoTpebuTb HapKoTMdeckue cpencTBa, MCUMXOTPOMHblE U (MnK)
ogypMaHuBalLLme BellecTBa, TabavHble U3genus, ankoronibHyl U CnpTocogepXallyto NpoayKumuio, NMBO U HanNUTKK,

n3rotaBjiMBaeMble Ha €ro OCHOBeE; NPUHATb y4acCcTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTMTyLI,MeIZ, 6p0/:l,$|)|(HMLIeCTBOM
mnnn ﬂOI'IpOLIJaIZHW-IeCTBOM;

6. obocHoBbIBaKOLWAs MM onpaeAbiBatoLLias gONYCTUMOCTb HaAcunms M (Unu) XXecTokocTu nMbo nobyxaatowasn
OCYLLECTBNATb HACUINBCTBEHHbIE AENCTBMS MO OTHOLLEHWIO K JIIOASM U XKUBOTHbLIM;

7. oTpuuawLiada ceMelHble LIEHHOCTU U (bOpMI/IpyIOLLI,aFI HeyBaXeHune K poauTendam u (VIJ']I/I) OPYrMM 4iieHam
CeMbMi;

8. onpaBsablBaloLLas NPOTUBOMNpPABHOE NOBEAEHNE,;
9. coepKallas HeLleH3ypHYo GpaHsb;

10. cogepxallasa nHdopmMaumo NopHOrpadu4ecKoro xapakrepa.
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K nHdopmaumm, pacnpoctpaHeHMe KOTOPOM OrpaHNYeHOo cpeaun AeTen onpeneneHHoro BospacTa, OTHOCUTCS:

1. I/IHCbOpMaLI,MFI, npencraendaeMaa B Buae |/|306pa>|<eHv|ﬂ U1 onncaHna >XeCTOKOCTH, (*)I/I3I/1‘-I€CKOF0 n (I/IJ'II/I)
NCUXNHECKOIro Hacunua, npectynneHna nnm NHoro aHTMOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBatoLLas y AeTen cTpax, y»Kac UM NaHuky, B T.4. MpeAcTaBnsiemMas B Buae nsobpaxeHust unm onvcaHus B
YHWXKaloLen 4enoBevyeckoe [JOCTOMHCTBO (OpMe HEHACUMbCTBEHHOW CMepTu, 3aboneBaHusi, camoyOuMICTBa,
Hec4acTHOro cny4vasi, aBapum Unm KkatactTpodbl 1 (MNn) X NOCNeACTBUN;

3. npeacTaBnsieMast B BUAe U306paxeHns UM ONMCaHUS NMONOBbIX OTHOLLUEHWUI MEXIY MYXYMHOW U XKEHLLNHOWM;
4. copepxallasn 6paHHbIe CroBa U BblpaXeHusl, He OTHOCALLMECS K HeLleH3YpHOW BpaHu.

C yyeTtom aToro Bam npeanaratoTtcsl npaBuna paboTbl B CeTU VIHTepHET Ans pasfvyHbiX BO3PacCTHbIX KaTeropui,
cobnofeHne KOTOpbIX NO3BOMNUT 06ecneunTb MHPOPMALMOHHYIO 6e30MacHOCTb BalMX AeTei.

OGwume npaBuna ans pogutenemn

1. HesaBucumo oT Bo3pacTa pebeHka ncnonb3ynTe nporpammHoe obecnedeHue, nomorawllee unbTpoBaTh U
KOHTponupoBaTb MHGOPMAaLMIO, HO HE NorlaranTechb NONHOCTBIO Ha Hero. Balle BHMMaHMe K pebeHKy - rMaBHbI MeTop,
3almThbl.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OfHOM M3 couumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMATENbHO U3y4mTe, Kakylo MHOpMaUUo MOMELLaT ero y4acTHWKU B CBOMX NPOunsax M
©norax, Bknovasi otorpadoun n BUAEO.

3. MpoBepbTe, C KAaKUMKU APYrMMKU carnTaMy CBsi3aH coumarnbHbli cepBuc Balwero pebeHka. CTpaHuyku Bawwero
pebeHka MoryT ObiTb Ge3onacHbIMM, HO MOTYT U COAEPXaTb CCbIIKM HA HeXenaTernbHble U OnacHble canTbl (Hanpumep,
MOpPHOCAaWT, UMW CanT, Ha KOTOPOM ApYr yNOMUHAEeT HOMep CoToBoro TenedoHa Bawero pebeHka unu Baw gomatuHuii
agpec)

4. I'Ioou.|,p$||7|Te Bawwux peten coobuwate 060 Bcem CTpaHHOM wWnn oTTankuBawwem “n He CIULLKOM OCTpO
pearvlpyﬁTe, Korga OHM 3TO AenarT (|/|3-3a onaceHnd noTepATb OOCTYN K VlHTepHeTy OETN HEe TOBOPAT poauTendm o
npo6nemax, a Takxke MOryT Ha4aTtb UCNoJib30BaTb VlHTepHeT BHE AOMa n LUKOJ'IbI).

5. byabTe B Kypce ceTeBON XM3HW Bawero pebeHka. VIHTepecyntecb, KTO ux Apy3bs B VIHTEPHET Tak xe, Kak
WHTEepecyeTech pearnbHbIMU OPY3bAMU.

Bo3pacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ WU WHble CalTbl, @ BO3MOXHO W 4YaTbl, paspelleHve Ha
rnoceLleHe KOTopbIX OH He nonyuun 6bl oT poauTenen. [oatomy poantensm ocobeHHO nonesHbl byayT Te OTveThl,
KOTOpble NpefoCcTaBnsATCsa NporpaMMamMu no orpaHuYeHnto ucnonb3oBanns MHTepHeTa, T.e. Poantenbckuin KOHTPOIb
Unu TO, 4YTO Bbl CMOXeETe YBUAETb BO BpEMeHHbIX darnnax. B pesynbrarte, y pebeHka He ByaeT oLyLleHns, YTO 3a HUM
BeOEeTCA NOCTOSAHHbIN KOHTPONb, OAHaKo, poauTenu 6yayT Mo-npexHeMy 3HaTb, Kakve CanTbl nocellaeT ux pebeHoK.
Hetn B gaHHOM Bo3pacTe o6nagalroT CUIbHbIM YYBCTBOM CEMbW, OHU AOBEPYMBBLI U HE COMHEBAIOTCA B aBTOpMTETaXx.
OHu nobAaT urpatb B ceTeBble Urpbl U NyTeLecTBOBaTb MO VIHTEPHETY, MCNOMNb3ys SMEKTPOHHYI MOYTY, 3aX04uTb Ha
canTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.

CoBeTbl No 6e3onacHocTu B ceT VIHTepHeT ans aeten 7 - 8 net

1. CosganTe cnMcok AoMalluHuX npasun noceleHns VHTepHeTa npy yyactum geten n Tpebyrite ero BblNOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobnogeHus BpeMEHHbIX HOPM HaxOXAeHMs 3a KoMnbtoTepoM. [MokaxwuTe
pebeHky, 4To Bbl Habnogaete 3a HMM He noToMmy 4To Bam 91O XoueTcs, a moTomy 4TO Bbl Gecnokoutecb o ero

©e3onacHOCTU 1 BCceraa rotosbl €My NOMOYb.

3. Komnblotep ¢ nogkntoyeHneM K VIHTEpPHETY OOMMKEeH HaxoauTbCs B OOLUEed KOMHaTe Mnog MpUCMOTPOM
poauTenen.
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4. NcnonbaynTe cneyunarnbHble 4eTCKME MONCKOBbIE MaLUWHbI.

5. |/|CI'IOJ'Ib3yl71Te cpeacrtea 6J'IOKI/IDOBaHI/IF| HeXenaTtenbHOro KOHTEeHTa KakK [onosfiHeHne K CcTaHgapTHOMYy
POD,I/ITeJ'IbCKOMy KOHTpPOIO.

6. Cospnante ceMenHbI SNEKTPOHHBIN ALLMK, YTOObI HE NO3BONMUTL AETSM MMETb COOCTBEHHbIE aapeca.

7. BHOKMpyVITe noctyn K cataMm c OecnnaTHbIMX MOYTOBBIMU SILLIMKAMWU C TMOMOLLIbHO COOTBETCTBYHOLLErO
nporpaMmmMmHoOro obecneyveHus.

8. lNpuyunTte peten coeToBaTbCA C Bamu nepen onybnukoBaHweM kakow-nnbo uHdopmaumm cpeacTsamu
3MEeKTPOHHON NOYTbI, YaTOB, PErMcCTPaLUOHHbLIX OpM U Npodunen.

9. Hayuute geten He 3arpyxatb caiinbl, NporpaMmmbl UNn My3biKy 6€3 BaLlero cornacus.
10. He paspeluaiTe 4eTsM UCMONb30BaTh CIYyObl MTHOBEHHOrO 06MeHa COOBLLEHUAMMN.
11. B "6enbIin" cnncok cantoB, pa3peLleHHbIX 41 MOCELLEHUS1, BHOCUTE TONbKO CalThbl C XOPOLUEn penyTaumen.

12. He 3abuiBainite GecepoBatb ¢ AeTbMu 00 Mx Apy3bsx B MHTepHeTe, kKak ecnu Obl peyb wWna o Apy3bsx B
peanbHOW XU3HW.

13. He penawnte "taby" n3 BONpOCOB MOMOBOW >XM3HWU, TaK Kak B VIHTepHeTe AeTW MOryT ferko HaTKHYTbCS Ha
nopHorpaduio unu canTtbl "Ans B3pocrbIX".

14. MNpnyuute Bawero pebeHka coobuiaTb BaM O MOObLIX yrpo3ax UnmM TpeBorax, CBA3aHHbIX C MIHTepHeToM.
OcTaBanTecb CMOKOMHBbIMW W HAMOMHWUTE OETsM, YTO OHM B 6e30macHOCTM, ecrnvm camu pacckasanu BaM O CBOMX
TpeBorax. [oxBanuTte nx 1 NOCOBETYNTE NOAOWTK eLLle pa3 B NoA0OHbIX Cryyasx.

BospacTt getennt ot 9 oo 12 net
B paHHOM Bo3pacTe AeTu, Kak NpaBumo, yXe HachnbllaHbl 0 TOM, kakas MHopmauus cywiecTsyeT B MIHTepHeTe.

CoBepLUeHHO HOpPMaribHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb, YCnbiwaTh. [1pyM 3TOM HY)XHO MOMHWUTL, YTO AOCTYN K
HexenaTenbHbIM MaTepranam MOXHO NMerko 3abnoknposath Npu NOMOLLM cpeacTs Poautensckoro KoOHTpons.

CoBeTbl No 6e3onacHocTv Anst geTen ot 9 o 12 net
1. CosganTe CNMCOK AOMaLLHMX NpaBun nocelleHns MIHTepHeT npu yyactum geTten n Tpedynte ero BbIMOSTHEHUS.
2. Tpebynte oT Bawero pebeHka cobnogeHnss HOpM HaXOXAEHWUSI 3@ KOMMBIOTEPOM.

3. Habniogante 3a pebGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXMTE eMy, 4To Bbl GecrnokouTtecb O ero
©Ge3onacHOCTM 1 BCeraa rotoBbl okasaTb emy NMoMOLLb.

4. KomnbloTep C nogknioveHnem B WMHTepHeT [OomkeH HaxoauTbcss B oOWen komHaTe nog NpUCMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yI7ITe cpencrtea 6J'IOKI/IpOBaHI/IF| HeXenaTtenbHOro KOHTeHTa KakK [onosyiHeHne K CcTtaHgapTHoOMYy
POD,I/ITeJ'IbCKOMy KOHTpPO0.

6. He 3abbiBanTe npuMHMMaTb HEMOCPEACTBEHHOE y4yacTue B XMU3HU pebeHka, OecegoBaTb C AeTbMym 06 mx
Opy3bsix B VIHTepHeTe.

7. HactamBanTe, 4ToObl AETU HUKOFAA HE COrMallanmch Ha NMYHbIE BCTPEYN C Apy3bsmn no MHTepHeTy.
8. MNMos3BonsanTe aeTsiMm 3axoanTb TONbKO Ha CanTbl U3 "Genoro” cnmncka, KOTopbI CO34anTe BMECTE C HUMM.

9. Mpuyunte OeTei HUKoroa He BblAaBaTb JIMYHYIO MHGOPMAaLUIO CpeAcTBaMW 3MEKTPOHHOW MOoYTbl, 4YaToB,
CUCTEM MFHOBEHHOTO OOMeHa COOGLLEHMSIMU, PEerncTpauMoHHbIX POPM, NIMYHBLIX Npodunen U Npyu perucTpauun Ha
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KOHKypCbl B IHTepHeTe.

10. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHusi. OObACHATE UM, YTO OHUM MOTYT
Crny4YanHo 3arpy3uTb BUPYCbl UK OpYroe HexXenaTenbHoe NporpaMMHoe obecneyeHue.

11. Cospante Bawemy pebeHKy orpaHMYEHHYHO YY4ETHYIO 3annch Ans paboTbl Ha KOMMNbIOTEpE.

12. Mpuyuute Bawero pebeHka cooblatb Bam O JOOLIX yrpo3ax WM TpeBorax, CBsid3aHHbIX ¢ MHTepHeToM.
HanomHuTe getam, 4To oHM B 6e30nacHOCTU, eCrM caMu pacckasarnv Bam O CBOMX TPEBOrax 1 onaceHusix.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HacravBavte Ha ToM, 4TODObl OE€TWM NPeAoCTaBNsaAnM Bam AOCTYN K CBOEW 3NEKTPOHHOW MoyTe, YTOObl Bbl
y6eaunmcb, YTo OHN He OBLLaTCsl C HE3HAKOMLAMM.

15. O6bsICHUTE AETAM, YTO HEMb3SA UCMOMb30BaTh CETb AN XyNIMraHCTBa, PacnpoOCTPaHEHUS! CMNETEH UMK YIpos.
BospacT geten ot 13 fo 17 ner

B atom BoO3pacTe nogpoCTKU akTUBHO WUCMOMb3yOT MOUCKOBbIE MalUWHbI, MOMNb3YKTCA 3NEKTPOHHON MOYTOMN,
cnyx6amy MrHOBeHHOro obmeHa CoobLLEeHUAMKN, CKaunmBatoT My3blKy U ounbMbl. Manbymkam B 3ToM Bo3pacTte bornbLue
Mo HpaBy CMeTaTb BCE OrPaHWMYEHNs], OHW XaxayT rpyboro toMopa, asapTHbIX Urp, KapTMHOK "ans B3pochbixX”. [eBoykm
npegnoymTatoT obwartbecs B yaTtax, Npy 3TOM OHM ropa3go Gonee YyBCTBUTENbHbI K CEKCyarbHbIM JOMOraTtenscTsam B
NHTepHeTe.

3avacTtylo B JaHHOM BO3pacTe pPOAMTENSAM YXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOMX AETEW, Tak Kak o6
NHTepHeTe OHWM yXe 3HalT 3HauuTenbHO Oonblue CBOMX poauTener. Tem He MeHee, He OTnyckanWTe OeTen B
"cBobogHOoe nnaBaHue" no NHTepHeTty. CTapanTechb akTMBHO y4acTBOBaTb B 00LeHMM pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobniogatb npasuna VMIHTepHeT-6e30nacHOCTU - CornalleHme Mexay poguTtensamu n
neteMmn. Kpome TOro, HeOGXOAMMO Kak MOXHO 4alle npocMaTpuBaTb OTYETHI O AeATEeNbHOCTU AeTen B UHTepHeTe.
Cnegyet obpaTnTb BHUMAHNE HA HEOOXOAMMOCTb COAEPXKaHWUSI pOOUTENLCKUX Naposen (napornen agMUHUCTPaTOpPOB) B
CTpOrom cekpeTe n obpaTtuTb BHUMaHME Ha CTPOroCTb 3TUX Naporen.

CoBeTbl N0 6e3onacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CosgainTe CnMCOK [OMalLUHMX NpaBun nocelweHus VMHTepHeTa npu y4acTMum MNOAPOCTKOB W Tpelyiite
©e3ycrnoBHOro ero BbiNosiHeHUs. O6roBopute ¢ pebEHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHbIi CNMUCOK"), 4Yachbl
paboTbl B IHTepHeTe, pykoBOACTBO NO 00LeHMIO B VIHTEpHETE (B TOM Yncre B YaTax).

2. KomnbloTep ¢ nogkntoyeHnem Kk cetm HTepHeT AomKeH HaxoamTbCs B 00Len KoMHaTe.

3. He 3abbiBaiite 6ecenoBatb ¢ AeTbMUu 006 MX Apy3bsix B VIHTepHeTe, O TOM, YeM OHW 3aHsSTbl TakuM obpasom,
OyaTo peyb MAET O OpPy3bsaX B pearnbHOM xu3Hu. CrnpalimBanTe O Nnoasix, C KOTOpbIMU 4eTy 06LaTca NocpeacTBOM
cny>6 MrHOBEHHOro o6mMeHa cooOLeHUAMN, YToObI yoeanTbCs, YTO 3TU NIOAM UM 3HAKOMBbI.

4. MCHOﬂbSyVITe cpencrtea 6]'IOKI/IpOBaHI/I9| HeXenaTtenbHOro KOHTeHTa KakK [onoJyiHeHne K CTaHgapTHOMY
POD,VITeJ'IbCKOMy KOHTpPOIIO.

5. Heobxoanmo 3HaTb, kakmmy Yatamum nonb3ytoTcs Baww getn. MoowpsanTte Mcnonb3oBaHUWe Moaepupyembix
4YaToB M HacTauBawTe, YTOObl A4eTW He obLanMcb B MpUBaTHOM peXnMe.

6. HactanBaiite Ha ToM, YTOObI 4€TN HUKOrAA HE BCTPEeYanuch JIMYHO C ApY3bsiMU U3 CETU VIHTEpHET.

7. MpuyunTe geTen He BbigaBaTb CBOK MNUYHYKO MHAOPMALMIO CPeaCTBaMU SNEKTPOHHON MOYThI, YaTOB, CUCTEM
MrHOBEHHOrO 06MeHa COObLLEHNAMU, PErMCTPALMOHHBIX (hOPM, NMNYHBIX NPOMUNEN U NPU PErMCTPaLUN Ha KOHKYPCbI B
NHTepHeTe.

8. lMNpuyunTte petent He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OBbACHUTE UMM, YTO OHW MOTYT
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CryyYaiiHo 3arpysuTb BUPYChl NN ApYroe HexernaTernbHoe nporpammHoe obecrnevyeHme.

9. MpuyunTe Bawero peGeHka coobliaTb BaM O MOObLIX Yrpo3ax WNM TpeBorax, CBA3aHHbIX C VIHTepHeToM.
HanomHuTe oetsaM, 4to oHM B 6€30MacHOCTM, ecn CaMKn pacckasanu Bam, O CBOMX Yrpo3ax unu Tpesorax. MNoxeanuTte
UX 1 MOCOBETYITE NoaoiTK eLle pas B NOAOOHbIX Criyvasix.

10. Pacckaxute getam o nopHorpadgum B MiHTepHeTe. MNomornte um 3awmtuTbeea oT cnama. Hayuute nogpocTkos
He BblgaBaTb B VHTepHeTe CBOero pearnbHOro 3MEeKTPOHHOrO agpeca, He oTBeyaTb Ha HexenaTterbHble nucbMa u
MCnonb3oBaTh crneunanbHble NoYTOBbIe (PUNBTPbI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamMm, KOTOPbIE MOCELLAIT NOAPOCTKM.

12. HaquTe neten yBaXaTb OPYrMX B UHTEPHETE. Y6eantecb, YTO OHM 3HAKOT O TOM, YTO npasuna xopowlero
nosegeHnd ﬂeVICTByPOT Be3[e - aXxe B BUPTyalibHOM MUpe.

13. O6bAcHUTE AeTaAM, YTO HU B KOEM Crlydae Henb3s ucnonb3oBaTtb CeTb ANs XynuraHcTBa, pacnpocTpaHeHus
crfieTeH Unu yrpo3 apyrum noasm.

14. Ob6cyanTte ¢ NnoApoCcTkaMu NpobrieMbl CETEBLIX a3apPTHBIX UTP U MX BO3MOXHbIA pUCK. HanoMHuTe, YTO AeTh He
MOTyT UrpaTb B 3TW Urpbl COrMacHO 3aKoHY.

MocToAAHHO KOHTpONUpPyYNTE ucnonb3oBaHue WHTepHeTa Bawum pebeHkom! OTO He HapylleHuWe €ero JIMYHOro
MpOCTpaHCTBa, a Mepa NpeJoCTOPOXHOCTU M NposiBneHne Ballel poantenbckon OTBETCTBEHHOCTU U 3a60Thl.

KoHcynbTanTlNKoC
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HaeXHas npaBoBas noaaepXxkKa
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